
Digital Security

Do it Now

● Get two-factor authentication for your online accounts

● Ensure that your accounts have unique, strong passwords

-- Recommended: Use a passwordmanager

● Make sure your homewi-fi is password protected

● Connect your accounts to private, secure email accounts

● Identify and avoid phishing attacks through email and social

media messages

● Install software updates to your devices

● Do security check ups

● Review locations & devices where you’ve signed into your

accounts

● Audit your online presence

-- Take inventory of all existing email and social accounts

-- Take inventory of passwords and information stored on

each account

Consider

❏ Get a privacy shield or filter for devices
❏ Think about encryption
❏ Use VPN to log in when on an unsecured network
❏ Come up with a plan for messaging/communicating

safely w/ informants and audience
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